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Automating Security Policies
Security Management
Modern Problems: Manual Security
Access Changes
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The companies question became, how can we automate the CRUD
(Create, Read, Update and Delete) operations for the security
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Manual Process: 3-4 Hours for Each Operation With Possible Manual Errors
FIGURE 1: Previous Manual Security Policy Update
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Orchestral.ai’s iBiio Solution
In addressing this solution, the Orchestral.ai team was able to scope out the existing process, comply with all existing customer
integrations including the ServiceNow ticketing system and pinpoint precisely which elements would be automated. Utilizing
iBiioST2’s Palo Alto security pack Orchestral.ai was able to orchestrate on-demand access to any secure data and remove that
access after a specified time frame.
With iBiioST2’s flexibility to interact with both ServiceNow and Panorama, nothing needed to change from the existing tools and
policies, instead the CRUD operations for the security policy updates were automated via the iBiioST2 workflow engine.
An end-to-end SecOps solution was written with the ability to orchestrate all CRUD operations for new or existing security
policies. In doing so, Orchestral provided the Day 0, 1, and Day N phases of operation for the company’s new secured network.

Update Security
Policy Request
comes to
ServiceNow

iBiioST2 checks all actions and updates the policy on Panorama, and then
commits and pushes it to each device group specified.
SNOW executes a
REST API with the
data to iBiioST2 to
update Security
Policy

ServiceNow
Record is now
updated and
closed
automatically.

ServiceNow form is filled out,
selecting
Existing
Policy
and
Changes in certain fields on the
form, request is then submitted.

iBiioST2: < 1 Minute of 100% Accurate Entries
FIGURE 2: iBiioST2 Automated Security Policy Update

Our team is uniquely versed in building commercial web scale
clouds architectures, extensive knowledge and experience in
data center operations and building data centers across the
globe. We also pride ourselves on our expertise in the field
of system modeling for capacity planning, scaling business
applications, and our focus on the user experience. The
Orchestral.ai is a team of like-minded technology

combined expertise of our team at Orchestral has been

professionals possessing a combined experience of

leveraged to assemble the patented technologies aimed at

over 100 years in the IT industry.

alleviating the pains currently plaguing the IT industry.
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